
Secure4DM 
A Technical White Paper





NOTICE

As Secure4DM is a software product which is subject to change, S4Software, Inc.
reserves the right to make changes in the specifications and other information contained
in this document, without prior notice.  While S4Software, Inc. has made every effort to
ensure the accuracy and completeness of this document, S4Software, Inc. cannot be held
liable for any errors or omissions.  No information contained in this document shall be
deemed to be a warranty for any purpose whatsoever.

Copyright (c) S4Software, Inc. 1991-2004

Secure4DM is a trademark of S4Software, Inc.

Unix is a registered trademark in the United States and other countries, licensed
exclusively through X/Open Company Ltd.

The X Window System is a trademark of Massachusetts Institute of Technology.
All other trademarks are acknowledged.

RESTRICTED RIGHTS LEGEND

Use, duplication or disclosure by the Government is subject to restrictions as set forth in
subprogram (c)(1)(ii) of the Rights in Technical Data and Computer Software clause at
subparagraph DFARS 252.227-7013.

S4Software, Inc.
6633 Convoy Ct.
San Diego, CA  92111

Phone: 858-560-8112
Fax: 858-560-8114

E-mail: sales@s4software.com
URL: www.s4software.com



Secure4DM White Paper Contents
Table Of Contents 
The Issue........................................................................................................... 3

The Solution - Introduction to Secure4DM ........................................... 3

Architecture ..................................................................................................... 4

Data Replication for Secure4Access ...................................................... 5

Operational Structure ................................................................................... 5

Report Options................................................................................................ 6

Availability ........................................................................................................ 8





Secure4DM White Paper 3
The Issue 
Centralized account management in large, complex, and often
geographically dispersed environments consumes vast amounts of
time and resources.   

Attempts to  keep account information synchronized across multiple
hosts can cause much frustation on behalf of the System
Administrator as well as the user.  There is also the potential of
leaving "gaps" in the system management processes which can lead
to security issues.

Secure4DM will be introduced by discussing its implementation to
distribute information from one of our security solutions,
Secure4Access. 

The Solution - Introduction to Secure4DM
Secure4DM provides an effective means of propagating account
information to a large number of remote hosts, thus allowing the
Secure4Access central administration capabilities to be scaled up for
large networks.  

• Secure4DM has a truly unique architecture which enables it to
avoid the usual problems associated with linear queue based
"midle-ware" distribution suites such as performance bottle necks
and frozen queues.

• Secure4DM transmits account profiles and passwords in parallel,
using multiple data transfer daemons without effecting user
performance.  

• Secure4DM handles retry attempts if a target host is down

• Secure4DM releases the administrator from waiting for updates
tocomplete.

• Secure4DM sends update requests to one host handling many
locations.  

• Secure4DM is highly configurable to individual environments and
allows real-time alerts and data-transfer status reports to be
generated.
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Architecture

The above diagram schematically represents the use of Secure4DM
in S4Software’s Security Suite.  Secure4DM’s robust architecture is
ideally suited to applications where the management of high
volumes, integrity of transmission and secure receipt are of the
highest importance.

Secure4DM
As part of Secure4
Security Suite

UNIX O/S
Accounts.
Password.
Files.

Up to 7 other nodes maybe
specified to provide a
totally resilient “fail-safe”
environment

Master
Secure4DM
node

Up to 4000 servers/workstations per EACH
Secure4DM node may be updated
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Data Replication for Secure4Access
The Secure4Access menu program and server daemon have the
ability to propagate account changes to remote hosts.  This feature
is more than adequate for sites where individual users have
individual accounts on a relatively small number of hosts.  For sites
where users have accounts on numerous remote systems, delays
when updating the remote systems may be noticeable depending on
factors such as data validation, number of variables required to be
validated, and unavailability of remote hosts.  Secure4DM is an
application which distributes Secure4Access account profiles to
remote hosts, solves this problem by off-loading the communication
burden from the Secure4Access modules to Secure4DM.

In addition, multiple administrative updates of large numbers of hosts
can be done safely and securely in "batch" mode with Secure4DM
assurance features.

Secure4DM provides distribution host(s) which are responsible for
the account profile distribution, parallel account profile transmission
using multiple transfer daemons, queuing retry attempts if a target
system is down, and managing error reporting.

Since Secure4DM is an entirely separate application, it can be
installed on one or more dedicated hosts1,or on the same host(s)
where Secure4Access is running.  As with Secure4Access,
Secure4DM is available for most popular versions of UNIX.
Integration with Secure4Access is seamless, it reads existing
Secure4Access configuration files to obtain domain-to-host
mappings, etc...so its installation and configuration is very simple.

Operational Structure
Secure4DM provides an effective means of propagating account
information to a large number of remote hosts, thus allowing
Secure4Access central administration capabilities to be scaled up for
large networks.  Up to 8 primary distribution hosts and 7 alternate
distribution hosts may be defined, allowing a highly redundant,
fail-safe account distribution system to be established.  (A distribution
host is a host where the Secure4DM daemon, s4dmdist, is running
to receive the transfer request).  The primary and alternate
Secure4DM hosts defined by a single dmdomain line  are referred to
as a dmdomain set.

1. Installation on a dedicated host is recommended where dataflow is expected to be heavy.
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When any account activity occurs (creation, modification, deletion,
installation, user password changes, etc...) various Secure4Access
profile settings are checked by the Secure4Access menu program or
Secure4Access  sserver daemon, and if appropriate, the account
information is propagated to remote hosts where the user has an
account (as specified in the Other domains field of the
Secure4Access) profile.  When Secure4DM is installed, the
Secure4Access modules send the update to each defined
Secure4DM host rather than directly to the target hosts.  The
Secure4Access modules attempt to send the update to the primary
host in a dmdomain set, then to each alternate in turn if necessary
until a distribution host for that set is found.  The update is then sent
to the primary host for the next dmdomain set, and so on until it has
been sent to each Secure4DM host.

Each Secure4DM host may be configured to be responsible for
updating up to 4,000 servers!

If information fails to be transmitted to a specified server(s), error
information is recorded in the various log files, including the
Secure4DM host’s s4dm.clg log

Report Options
Secure4DM offers two separate log files for reviewing information.
The s4dm.log file records all Secure4DM daemon starts, stops, and
reinitialization activity.  Some error messages will also be reported to
the s4dm.log file as well.  This log file is in printable format and may
be viewed using standard Unix viewing commands (more, view, etc..)

Example of the s4dm.log file:

The Secure4DM activity log file, s4dm.clg is in binary format and
may only be examined using the s4dmdist reporting switches (see
Secure4DM reference manual for  more details).  This report includes
all receiving and transferring of account information.

28-Mar-02  09:21:12 (s4dmdist:17950@earth)  Process has been started.
28-Mar-02  09:25:29 (s4dmxfer6:18435@earth) Process has been started.
28-Mar-02  10:29:37 (s4dmxfer6:21058@earth) Process has been terminated.
28-Mar-02  10:39:02 (s4dmdist:21521@earth)  Reload configuration files.
28-Mar-02  11:45:37 (s4dmdist:17950@earth)  Process has been terminated.
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Example of the s4dm.clg file:

 (c) S4Software, Inc.            Secure4 DM - System Activity Report (earth)    04-Apr-02 14:24

 Date       Time   Host  SrcHost  DestHost  Module    PID     ReqUser Event           Status  Notes
 =====      =====  ===== =======  ========  ======    ======  ======= =======         ======= =======
 28-Mar-02  08:46  earth mars     saturn    s4dmxfer  4153412 root    Forward profile 54      Create cody
 28-Mar-02  08:46  earth mars     jupiter   s4dmxfer  8272144 root    Forward profile         Create cody
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Availability 
Secure4DM is currently available for most popular versions of Unix
including the following: 

To obtain a copy of  Secure4DM  to evaluate on your system visit us
on our web page: 

http://www.s4software.com

or send email to our sales department: 

sales@s4software.com

Be sure to include your operating system type and full name and
address for delivery. 

Or call us:

S4Software, Inc.(858) 560 - 8112

Manufacturer Operating System

Hewlett-Packard HP/UX 10.0+, 11+

IBM AIX  4+, 5+

Linux 7 Linux

Silicon Graphics IRIX 6.5+

Sun Solaris 2.5+ (Sparc and Intel)
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